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What we will cover

1. Why cyberattacks are a
communications issue

2. Principles for responding well

3. How organisations can
prepare



Why this matters

- Cyber incidents are increasing
globally

- NGOs hold highly sensitive data
and may not have funds for
robust IT systems

- Vulnerable communities rely on
trust

Cyberattacks are trust crises



Why me?

- Communications for Waikato DHB
cyberattack response

- MSc Strategic Communications
(Distinction) with award-winning
dissertation on communicating
during cyberattacks

- Now helping NGOs to prepare via
Baines



Question to the room

- Have you been involved in a
cyber incident response?

- Would you know what to say
If one happened to your
organisation tomorrow?



Part I: Why cyberattacks are a
communications issue




Scenario: Imagine this is
your organisation

- Community health charity

- Sensitive client information,
donor records and volunteer
vetting files




It starts quietly...

- Unusual server activity
- Staff can’t access files
- Website behaving strangely

What do you do?



Then the media calls...

- Your organisation appears on a
dark web leak site

- Journalist asks questions - but
you don’t know the answers yet

What do you do?



The attacker contacts you...

- Systems are encrypted, files
Inaccessible

- Countdown timer and threat to
release stolen data




Then it gets personal...

- Screenshots of stolen files:
- Passport scans

- Police vetting forms
ﬁ - Donor bank details

- Client case notes

What do you do?



The ethical weight

Real people are at risk




The pressure

- Media calling

- Funders asking questions

- Staff worried

- Clients seeking reassurance

Less than 24 hours since
discovery



Cyberattacks are not just IT
problems

They are crises of:
- Trust

- Safety

- Ethics

- Reputation




Part ll: Playbook for responding well




Principle 1: Treat it as a trust
Crisis

Lead with people, not process




Principle 2: Acknowledge early

Say what you know, what you
don’t know, and commit to
updates

Silence creates suspicion



* Principle 3: Be transparent, but
- don’t help the attacker!

Balance openness with
operational security




Principle 4: Don’t frame your
organisation as the victim

Focus on people affected, take
responsibility and show empathy




Principle 5: Apologise for the
Impact

Research shows apologies help
preserve trust; empathy matters




Principle 6: Use human
language

Avolid cyber jargon

Explain what happened, what it
means and what people should
do



Principle 7: Prioritise internal
communication

Staff are your frontline

Give them clarity and support



Principle 8: Create a single
source of truth

One set of facts, consistent
updates, clear cadence




Principle 9: Assume everything
could become public

Emails, briefings, internal
messages — write with care



Principle 10: Show action

Trust rebuilds through action, not
statements

Demonstrate change




Part lll: How you can prepare




Cyber communications plan

Think about:

Who decides what?

Who approves messaging?
Who speaks publicly?

Make is simple, practical and
accessible.



Draft key messages

Prepare a holding statement,
staff update and public update
template




Activity: Draft your external
holding statement now!

Acknowledge something has
happened, what you are doing
about It, and reassure people
their wellbeing is your priority.



Decide hard questions in
advance

Ransom policy, notification
thresholds, media engagement —
decide all of this before a crisis

Discussion



m Map stakeholders
Clients, donors, volunteers,
m funders, partners, regulators
® 6 6 6 0 0 O

m Different audiences have
different needs




Consider privacy obligations

Some breaches must be
reported.

Know who In your organisation
assesses harm, drafts
notifications and informs
affected people




Do a trial run

Run a tabletop exercise —
systems down, media calling,
data leak threat




Takeaways:

- Cyber attacks are trust crises
- Preparation beats brilliance
- Communication shapes reputation




Thank you! Questions?

~ Baines
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